Major Michael C. Kasales, .S, Army

To guess at the intention of the
enemy; to divine his opinion of yoursdlf; to
hide from both your intentions and opinions;
to misead him by feigned manoeuvres; to
invoke ruses, as well as digested schemes, so
asto fight under the best conditions—thisis
and will always be the art of war.

—Napoleon

S THE U.S. ARMY continues to transform
and until the Objective Forceisfinaly red-
ized, the Army has made great efforts to field an
interim force—the interim brigade combat team
(IBCT). This Transformation force will lead the
Army into the future. The IBCT is a force-projec-
tion force that can rapidly deploy anywhere in the
world to protect U.S. interests or serve the needs of
the Nationad Command Authority and regiona com-
mandersin chief. Designed specifically to conduct
small-scale contingency operations in complex ter-
rain against asymmetric tactics, the IBCT will be
capable of responding to the country’ s needs.

The IBCT isaunique and lethal combined arms
organization comprised of three infantry battaions,
a reconnaissance (recce) squadron, afied artillery
battalion, a brigade support battalion, an antitank
company, an engineer company, a military intelli-
gence company, and various other combat support
edements. But, what truly makes the IBCT a lethal
and effective combat force is its ability to achieve
information superiority. With al elements in the
IBCT connected via the Army Battle Command
System (ABCS) and Force XXI Battle Command
Brigade and Below (FBCB2), every echelon can
gain and maintain situational awareness (SA), and
can quickly pass and receive intelligence informa-
tion and mission orders.

There are severa unique aspects of the IBCT, but
the most important is its ability to gain and main-

tain situational understanding of the battlefield. The
primary means of achieving Situational understand-
ing isthrough intelligence, surveillance, and recon-
naissance (I1SR) operations. ISR is defined as “the
integration and synchronization of al battlefield
operating systems to collect and process informa-
tion about the enemy and environment that produces
relevant information to facilitate the commander’s
decisonmaking.”! By achieving Situationa under-
standing, the brigade commander can best employ
lethal and nonlethal effectsto defeat an enemy force.

Emerging doctrine addresses an additiona ele-
ment of combat power—information. The IBCT’s
ability to gain information superiority and maintain
information dominance will be critical to future
military operations in an increasingly complex
battlespace. In the future, the IBCT will conduct
operations across the spectrum of conflict from
major theater war to small-scale contingency opera
tions to peacetime military engagements—facing
adversaries that will range from conventiona mili-
tary forces, to paramilitary and guerrilla forces, to
terrorists and organized crime groups. Additionaly,
as these threats attempt to gain an advantage over
U.S. forces, the enemy will seek to attack U.S.
forces using unconventional and asymmetric attacks
while operating in varying types of terrain, includ-
ing not only open, rolling terrain but also urban ar-
eas and severdy restricted mountainous and heavily
wooded terrain.

To ensure success on the future battlefield,
commanders must achieve information superior-
ity, defined as “the operational advantage derived
from the ability to collect, process, and dissemi-
nate an uninterrupted flow of information while
exploiting or denying an adversary’s ability to do
the same.”2 The ability to rapidly collect, process,
and disseminate information enhances a com-
mander’ s ability to make better military decisions,

May-June 2002 e MILITARY REVIEW



Integrated echelons of ISR collection assets provide SA that

enables the IBCT commander to set conditions and maneuver -

IBCT combat power and effects to mitigate threat.

IBCT — interim brigade combat team
RSTA —reconnaissance, surveillance, and target acquisition
SA — situational awareness
NAI —named area of interest
TAl —targeted area of interest
GSR — ground surveillance radar k
IREMBASS — Improved Remotely Monitored Battlefield Sensor System
GCS — ground control station
RVT —remote video terminal
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and command and control his unit.

Each subordinate element in the IBCT contributes
to ISR operations. Intelligence is “(1) the product
resulting from the collection, integration, anayss,
evaluation, and interpretation of available informa-
tion concerning the threat or environment, or (2)
information and knowledge about an adversary ob-
tained through observation, investigation, anaysis,
or understanding.”® The term surveillance is defined
as “the systematic observation of aerospace, surface,
or subsurface areas, places, persons, or things, by
visual, aural, electronic, photographic, or other
means.”4 Reconnaissance is defined as “a misson
undertaken to obtain, by visual observation or other
detection methods, information about the activities
and resources of an enemy or potential enemy or
to secure data concerning the meteorological, hy-
drographic, or geographic characteristics of a par-
ticular area.”®

Information can be collected by any of the
brigade's assets and disseminated through ABCS
and FBCB2. However, the subordinate unit that is
primarily responsible for ISR operations is the
IBCT’s recce sguadron, which has a variety of
information-collection assets that gives the brigade
arobust reconnai ssance, surveillance, and target ac-
quisition capability. The squadron can provide in-
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Dismounted recce section infiltrates and occupy OPs.
Conducts patrols to locate, identify, track, and report on
threat forces to enable IBCT decisive action. Maneuvers
infantry forces, employs organic fires, provides terminal
guidance for operational fires, lases for PGMs, and
provides combat assessment.

Figure 1.
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T here are several unique

aspects of the IBCT, but the most
important is its ability to gain and maintain
situational understanding of the battle-
field. The primary means of achieving
situational understanding is through
intelligence, surveillance, and recon-
naissance (ISR) operations.

telligence information through various means such
as human intelligence, sgnalsintelligence, imagery
intelligence, measurement and signature intelli-
gence, and the ability to access intelligence infor-
mation from theater or higher intelligence sources.
Collectively, the squadron’ s assets are fully capable
of providing the IBCT with timely and accurate
threat and environment information. Thisis a very
important point to remember when discussing the
squadron’ s capabilities; the squadron was designed
to operate as a system of systems. Individualy, each
of the squadron’s assets are effective in collecting
information, but the synergy achieved with each of
these assats working in concert cannot be overstated.

Throughout brigade operations, information is
provided to all IBCT units through ABCS and
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Information can be collected

by any of the brigade’s assets and
disseminated through ABCS and FBCB?2.
However, the subordinate unit that is
primarily responsible for ISR operations is
the IBCT’s recce squadron, which has a
variety of information-collection assets
that gives the brigade a robust recon-
naissance, surveillance, and target
acquisition capability.

FBCB2. These two systemswork in concert to pro-
vide continuous friendly (Blue) and enemy (Red)
SA aswdll asto facilitate detailed coordination and
more rapid dissemination of information and mis-
sion orders. When intelligence information is re-
ported via these two systems, it is not asimportant
to know who reported the information as it is to
know that the information is timely and accurate.
Having this confidence and trust in the information
reported is essential to avoid micromanaging indi-
vidual assets or systems. It is the squadron
commander’s responsibility to arrange collection
assets and activities in time, space, and purpose to
provide timely and accurate reports to the brigade
commander.

Previoudy, there were severa methods for em-
ploying recce forces. The commander had to under-
stand which method he would use to influence the
planning process. Additionally, subordinate recce
forces had to understand which method the com-
mander preferred because this drove the amount of
planning and preparation required
to execute the intelligence-collec-
tion operation. This understanding
also provided insight into how the
collected intelligence information
would influence the overdl mis-  gquadron HHT
son execution. I

The first method of employing
ISR forces is reconnai ssance push.
This method calls for recce forces
to be deployed early in the plan-
ning process. The brigade staff
uses the intelligence information
collected to develop the plan. This
technique requires the staff to de-
velop facts and assumptions on the
enemy early enough to focus the
recce effort. These facts and as-
sumptions are generally based on
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HQ — headquarters
HHT — headquarters and
headquarters troop
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SENS — small extension node switch

a predictive analysis of the enemy and a thorough
intelligence preparation of the battlefield (IPB). As
recce forces confirm or deny facts and assumptions,
thisintelligence information is reported back to the
staff to compl ete the plan. Reconnai ssance push re-
quires a detailed intelligence-collection plan to be
developed before planning the main body’ smission,
and the intelligence information must be gathered
and reported in time to influence the planning
process.

The second method of employing recce forcesis
command push. Thismethod issimilar to reconnais-
sance push as collected intelligence information is
used to develop the main body’s plan. The differ-
ence cdls for the brigade staff to develop severa
detailed main body courses of action (COAS) be-
fore deploying reconnai ssance forces. Recce forces
are then deployed to gather detailed information on
enemy strengths and weaknesses. The commander
uses the intelligence information collected to select
the appropriate COA, massing his strengths againgt
enemy weaknesses.

The third method is reconnaissance pull. This
method also calsfor recce forcesto identify enemy
weaknesses so the main body can exploit them. The
staff develops aflexible plan, based on severa pos-
sihle COAs, driven by the commander’ sintent. To
execute reconnaissance pull, the commander must
ensure that all subordinates understand hisintent for
the operation because thistype of operation callsfor
decentralized, but synchronized and integrated, ex-
ecution. The plan allows for maximum flexibility as
recce forces precede and continualy placethemain
body in a position of advantage against identified
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Figure 2. Squadron Organization
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enemy weaknesses. The commander uses a series
of decision points based on the intelligence read to
maneuver hisforces.

With the development of the IBCT, and by lever-
aging computer and communications technology, a
new method of employing the squadron has
emerged. Thisnew method, 1SR push, combinesthe
method of employing recce forces similar to recon-
naissance push with a relationship between the
sguadron and main body forces smilar to reconnais-
sance pull. More specifically, the squadron will be
employed very early in an operation to collect the
relevant information needed to develop a detailed
plan for the main body. However, due to the en-
hanced connectivity ABCS and advanced commu-
nication systems provide, the squadron will report
near-real-time information to provide a common
operating picture and increased SA to the brigade.
Thisinformation will providethe IBCT commander
with the intelligence information needed to gain
positional advantage over the enemy, allowing him
to refine acurrent plan or develop acompletely new
plan based on changing battlefield conditions.

To achieve information superiority in full-
spectrum operations, commanders and their staffs
plan and direct three specific types of operations or
functions: 1SR operations, information management,
and information operations. The IBCT recce squad-
ron specifically contributesto ISR in full-spectrum
operations by—

e Conducting recce to provide relevant informa-
tion to the commander to develop and maintain a
comprehensive picture of the threat and monitor
likely threat COAS.

e Providing security to deny the threat informa-
tion about friendly forces.

e Contributing to battlefield deception to influ-
ence the opposing force commander’ s perceptions,
plan, and actionsto gain the initiative.

e Providing timely and accurate information to
deny thethreat the ability to deceive friendly forces.

e Collecting information and interacting with
neutral forces and noncombatants to discern their
support for friendly forces missions and activities.

The squadron provides a variety of intelligence
information to the IBCT commander and subordi-
nate battalions that enables successful combat op-
erations. The squadron’ s unique capabilities are de-
signed to work in concert with the unique capability
of one asset offsetting the limitations of other as-
sets. The squadron’ s assets follow:

e Recce sections. The squadron can employ up
to 18 sections of scouts on the battlefield to observe
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The IBCT recce squadron’s
Prophet system allows it to
detect, identify, and locate
enemy radios and surveil-
lance radar.

During the planning process,

specific information requirements (SIR)
needed to answer the commander’s
priority intelligence requirements (PIR)
are also developed. The planning results
in a scheme of maneuver to employ and
focus ISR assets on targeted areas of
interest and named areas of interest, and
a scheme for employing lethal

and nonlethal effects.

designated areas and collect intelligence informa-
tion. These sections not only collect conventionally
understood human intelligence but also collect de-
tailed information on thelocal populace through em-
bedded counterintelligence agents.

e Ground survelllance radar and remote battle-
field sensors. These assets provide the ability to
collect and report measurement and signature in-
telligence.

e Radio intercept. The organic Prophet signals




intelligence and electronic warfare system alowsthe
sguadron to collect and report signals intelligence.

e Tacticd unmanned aeriad vehicle(TUAV). The
Shadow TUAYV enables the squadron to collect and
report imagery intelligence.

e Fox nuclear, biological, and chemica (NBC)
reconnaissance vehicle. This system allows the
squadron to collect and report NBC presence
on the battlefield.

Collaborative

Receive ISR Planning Receive
Mission (IBCT—Squadron Staff) Mission
Orders I
Production Mission MDMP/ISR Plan
Analysis Development
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HQ
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COA Develop
?2??
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B (SOR/RFI Focus)
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COA Comparison (Recon Push)
and
COAApproval Environment

CCIR (Validate Plan)
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At the squadron level, ISR planning is conducted
to provide mission orders to the squadron’s subor-
dinate troops. Thisincludes detailed information on
thelikely locations, disposition, and COAs of threat
forces and specific information about the operationa
environment and terrain. During the planning pro-
cess, specific information requirements (SIR)
needed to answer the commander’s priority intelli-
gence requirements (PIR) are aso developed. The
planning results in a scheme of maneuver
to employ and focus | SR assets on targeted
areas of interest (TAIS) and named areas
of interest (NAIs), and a scheme for em-
ploying lethal and nonlethal effects. The
planning also ensures that an effective
communications architecture is established
and reporting requirements are defined to
support the ISR operation. Severa keysto
successful 1SR planning follow:

e A clear commander’s intent and de-
fined PIR.

e Being adept at conducting IPB.

e Being proficient at determining likely
threat actions through predictive analysis.

e Developing threat situational and
event templates based on predictive
analysis.

e |ssuing a well-planned and coordi-
nated ISR collection plan.

e Conducting athorough ISR rehearsd.

e Deploying ISR forces early enough to
infiltrate and execute the ISR operation.

The squadron develops the ISR collec-

oF tion plan based on three requirements: in-

Battle Command COR telligence acquisition tasks from the higher
ISR Execution headqu_arters’ c_oIIe_ction plan or tasks to

Recognize hangiTy RFI/SOR subordinate units, internally driven PIR
battlefield conditions, Execution {Recon Pull) based on the squadron commander’ sinfor-
|sst|e y (PIRISIR_NAITALDP Linkage) mation requirements, and requests for in-
Fp;/&pggi'tgc:;ist formation from subordinate troops. The
for changes, COR squadron staff then develops the ISR plan
synchronize L and provides a copy to the brigade for the
cgg?iz;g‘lﬁgfs"?gf Security S2 and I SR integration team to monitor and
A g Operations direct collection activities. The collabora-
tive planning tools embedded in ABCS

Fotlowon will maximize the squadron staff’ s ability

HQ— headquarters 15 B Al e to conduct parallel ISR planning with the

IBCT— interim brigade combat team

ISR— intelligence, surveillance,
and reconnaissance
OPORD — operation order

PIR— priority intelligence requirement
SIR— specific information requirement
NAI— named area of interest
TAl— targeted area of interest
DP — decision point

WO — warning order
COA— course of action
CCIR— commander's critical
information requirements
FRAGO— fragmentary order
RFI— request for information
SOR— specific orders or requests
MDMP — miilitary decisionmaking process

Figure 3. ISR Planning/Operations Within the IBCT—ISR Push

IBCT dteff.

The squadron’s reach capability, using
Trojan Spirit, can provide the squadron
commander and staff with additional
information they will need to plan the op-
eration. However, close coordination with
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the brigade staff is required to ensure that valuable
reach bandwidth is not consumed by requesting re-
dundant intelligence products. The bottom line is
that the squadron staff can begin detailed ISR plan-
ning based solely on clear guidance from the IBCT
commander and an understanding of the com-
mander’ s intelligence requirements. Developing
the ISR callection plan early alows the squadron
additional time to deploy into the rear area of op-
eraions (AO).

The recce squadron staff, in close coordination
with the IBCT staff, plans | SR operations to assign
appropriate intelligence-collection tasks to subordi-
nate squadron assets. These assets devel op informa:
tion that satisfies the intelligence requirements the
commander has established. ISR planning, a both
the squadron and brigade levels, is conducted for
several purposes. The brigade must clearly articu-
late the information requirements the IBCT com-
mander needs to make decisions to maneuver the
brigade or employ effects. The plan aso provides
the framework and integration of combat multipli-
ersfor the squadron to prosecute criticd targets with
both letha and nonlethd effects.

The collaborative planning tools that are part of
the maneuver control system and FBCB2' s mission
planning message function will greatly enhance par-
dld ISR planning. Asinformation is developed at
the brigade leve, it can quickly be sent to the squad-
ron staff so it can begin planning at its level. The
messaging and whiteboard functions alow brigade-
and squadron-level staff officers to work on mis-
sion requirements and planning considerationsin a
near-rea -time environment while being physicaly
separated by extended distances. The same messag-
ing functions, the SunForum whiteboard, and
videotel econferencing functions alow the squadron
commander and staff to quickly receive the IBCT
commander’ s guidance and intent. These functions
aso facilitate the saff’ s ability to integrate and syn-
chronize ISR assets and combat multipliers. As
these collaborative planning tools are rdaively new,
both the IBCT staff and the squadron staff must
develop an effective standing operating procedure
(SOP) that outlines which tools will be used for
planning, how the collaborative tools are organized
to facilitate sharing information, and what types of
orders will be produced using these tools.

It may no longer be necessary to develop acom-
plete five-paragraph operation order for each ISR
operation, but it is critical that the collaborative plan-
ning tools alow the staffs to more quickly develop
specifically tailored ordersthat include only the es-
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IBCT

The squadron will be employed

very early in an operation to collect the
relevant information needed to develop a
detailed plan for the main body. However,
due to the enhanced connectivity ABCS
and advanced communication systems
provide, the squadron will report
near-real-time information to provide

a common operating picture and
increased SA to the brigade.

sentia information for mission preparation and ex-
ecution. These planning tools also allow the gt&ff to
more rapidly produce detailed fragmentary orders
that the squadron can useto execute | SR operations.
However, the SOP developed must be thoroughly
developed and personnel fully trained for these plan-
ning tools to enhance the staff’s ahility to plan an
operation in a shorter time.

After recelving the commander’s guidance and
intent for the ISR operation, the first step in ISR
planning is conducting IPB. The S2 and the ISR
integration team should maximize reach capabilities
to gather intelligence products to assist in complet-
ing theinitial steps of the IPB. The most useful I1PB
product needed for successful 1SR planning is a
threat event template. The threat event template
should depict where threat activity will occur, inre-
lationship to friendly activities, in time and space.
The information needed to develop this template
is derived from predictive analysis—the process
of analyzing and integrating known facts about
the threat to determine the threat’ slikely actions. In-
telligence information to support predictive anay-
sis comes from a variety of sources and should
be accessible through the joint common ABCS
database.

In an immature theater, where little information
may be known about the thresat, the commander and
S2 must make an educated guess on the likely ac-
tions the threat will take based on the current situa-
tion. Once developed, the threat event template
drives the ISR collection plan. Likely threat loca
tions or avenues of approach now become the NAIs
or TAIson which ISR forces focus their reconnais-
sance and surveillance. SIR provide | SR forceswith
the exact information, such as threat composition,
disposition, and likely activities, they are to iden-
tify and report on.

On the future battlefield, which will be characteri-
zed as nonlinear and noncontiguous, | SR operations
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The most useful I1PB product

needed for successful ISR planning is a
threat event template. The threat event
template should depict where threat
activity will occur, in relationship to
friendly activities, in time and space.
The information needed to develop this
template is derived from predictive
analysis—the process of analyzing
and integrating known facts about the
threat to determine the threat’s

likely actions.

will be conducted within a specific areathat focuses
collection assets on specific ISR aobjectives. When
conducting recce operations, the squadron should be
given one, or aseries of, ISR AO within which the
sguadron or itstroops will conduct operations. This
area must be large enough to facilitate ISR op-
erations, and designating NAIs and TAls provides
further ISR focus. On the noncontiguous battle-
field of thefuture, it is concelvable that the ISR AO
could overlap with other maneuver units AOs.
Close coordination and continuous communications
will be required between maneuver units and the
recce sguadron.

The ISR AO serves asimilar function when con-
ducting security operations. Thenew ISR AQisre-
defined as the area that begins at the boundary of
the main body’s AO and extends, in multiple direc-
tions, as far forward as necessary for ISR forces to
collect theintelligence information needed to answer
the IBCT commander’sPIR. Forcesinthe ISR AO
locate, identify, and track enemy forces; furnishin-
formation on the terrain and enemy; delay, deceive,
and disrupt the enemy; and provide early warning
to main body forces. As with recce operations, a
greater level of coordination and communication is
required between maneuver forces and the recce
sguadron.

Although the definitions of surveillance and recce
sound rather sophisticated and would subsequently
complicate ISR operations, these operations are
fairly smple. The S2 and S3 develop aplan, based

on IPB products and the commander’ s information
requirements, that directs squadron assets where to
look for threat activity (NAI); when to look for
threat activity (threat event template or predictive
anaysis); and exactly what threat activity to look
for (PIR and SIR).

The sguadron then deploysinto the recce AO, in
accordance with the respective tactics, techniques,
and procedures, and looks for a specific threat ac-
tivity at the specified place and time. Once the
squadron confirms or denies threat activity, it
quickly reports the information to the commander
s0 he can maketactical decisionsfor employing his
main body forces. ISR operations tell the IBCT
commander what he needs to know in time for
the brigade to act. The ISR operation’s success
or failure directly affects the success or failure
of the IBCT’ s mission.

In the future, as the Army gets smaller, there
will be a higher demand for accurate and timely
battlefield reports on the threat’ s size, location, and
disposition. The recce squadron will provide the
commanders within the IBCT with the critical in-
telligence information needed to employ thissmaller
force over alarger battlespace. This makesit even
more crucia that commanders and staffs are profi-
cient in planning and executing ISR operations.

The IBCT recce sguadron provides the com-
mander with an effective ISR collection asset.
Through successfully planning and executing ISR
operations, the IBCT commander will gain the in-
formation superiority he needs to conduct decisive
and shaping operations with the brigade. However,
to successfully execute ISR operations, the com-
mander and staff must develop a complete and com-
prehensive ISR collection plan to support the bri-
gade commander’s decisionmaking process. By
leveraging computer and communications technol-
ogy, and thoroughly planning and preparing for ISR
operations, the recce squadron will be amagjor con-
tributor to the IBCT’ s success. MR
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